An Imm une Net w ork Approac h to Sensor-Net w ork

with Self-Organization for Sensor and Pro cess F aults

�

Y oshiteru Ishida y

Key W ords - F ailure diagnosis; sensor netw ork; sensor faults; pro cess faults; immune nets;

self-organization; simulation

Abstract

The self-organizing diagnosis has b een studied by applying the idea of au-

tonomous and decentralized systems extracted from the concept of immune net-

work. The mo del implements network-lev el recognition by connecting informa-

tion from lo cal recognition units by dynamical ev aluation chain. The mo del has

b een further elab orated for engineering concerns of identifying not only sensor

faults but pro cess faults. The sensor faults will b e identi�ed by ev aluating relia-

bility of data from sensor, while the pro cess faults will b e identi�ed by ev aluating

that of constraints that must b e satis�ed among these data. W e have demon-

strated that the extended sensor netw ork will work against b oth sensor faults

and pro cess faults by an illustrative example.

1 In tro duction

1.1 Imm une net w ork as autonomous decentralized system

Massively parallel and distributed mo del has b een prop osed and studied based on neural

netw ork metaphor but elab orated for pattern recognition task as found in backpropagation

netw orks [1]. These mo dels mainly fo cus on learning capability which is made p ossible by

using pattern distributed ov er parameters such as connection weigh ts. In contrast to sup er-

vised learning in backpropagation netw orks, comp etetive leaning that allows unsup ervised

learning (thus closer to self-organization in this sense) has also b een studied (e.g. [2]). F ur-

ther elab oration on the comp etetive learning has b een studied in self-organizing top ological

feature maps (e.g. [3]) where b est-matching cell not noly activ ate itself but its top ographical

neighb ors. This mechanism pro jects input data on the netw ork where features emb edded in

the data are re ected in the activ ation pattern in the network.

Autonomous decentralized system (e.g. [4, 5]) is a concept extracted not only from self-

organizing biological systems but also from self-organizing economic structure of free mar-

ket, organization of nations, developmen t of enterprises etc. The essence of autonomous

decentralized systems (as opp osed to central pro cessing systems) is that they consists of au-

tonomous agents, to whom most of decisions are left to their disrection. Autonomous agents

(not necessarily homogeneous), hence should hav e a high intelligence. These autonmous

agents form a kind of �eld (called autonomous �eld) that implicitly restrict their b ehavior.

A familiar example taken from recent topics may b e INTERNET, which develops with the

�

This work has b een supp orted in part by the Asahi Glass F oundation.

y

Graduate School of Information Science, Nara Institute of Science and T echnology

, 8916-5 T ak ay ama,

Ikoma, Nara, 630-01 Japan; email: ishida@is.aist-nara.ac.jp free hand of each site but restricted so that each site at least must follow a certain proto cols

to b e connected with the rest of INTERNET. Another signi�cant feature of autonomous de-

centralized systems is that its structure is dynamic and hence cannot b e designed or sp eci�ed

b eforehand. In this sense, the design sp eci�cation may b e embedded in autonomous agents

and autonomous �eld formed by them. It must b e left to dynamic developmen tal pro cess of

the autonomous �eld.

W e have suggested [6, 8] that another typical example taken from biological systems is

immune netw orks, where intelligen t agents (recognizing units consisting of B-cells and T-cells

of sp eci�c typ e) communicate dynamically as opp osed to communicate with hard-wired link

in neural netw orks.

The motiv ation of this work is to elab orate the immune netw ork as one mo del of au-

tonomous decentralized systems tow ards an information pro cessing paradigm. More sp eci�-

cally

, the ob jective of this pap er is to elab orate the netw ork mo del extracted some features

of immune netw ork for applying it to self-organizing diagnosis.

1.2 Informational features of immune systems

Mathematical mo dels of immune systems hav e b een studied in mathematical immunology

[9, 10]. How ev er, most of them tried to explain quantitativ e asp ect of immunological phe-

nomena. Recently

, some [11, 12, 13] tries to extract information pro cessing mechanism from

the immune systems for the application to information pro cessing systems. In this pap er,

rather than building a detailed mathematical mo del of immune systems, an attempt has

b een made to explore the information pro cessing principle in immune system fo cusing on

the information pro cessing capabilities, such as pattern recognition and learning, as done in

neural netw ork mo dels.

Studies to establish immune net information mo dels by inv estigating the features of in-

formation pro cessing done there, and by re ecting these features into the mo dels were p er-

formed. The features of information pro cessing done by immune systems may b e summed

up as follows:

� Memory: Huge amount of patterns are memorized and distinguished.

� Recognition: System level recognition may b e attained by recognition chain in unit

level (idiotypic netw ork).

� Learning: Pattern recognition capability is acquired by learning (not by copying through

generations but acquired in one generation).

� Diversit y: Diversit y needed for discrimination of huge amount of patterns is generated

by genetic recombination.

W e hav e develop ed an immune algorithm [14] that uses recognition, learning, diversit y

similar to immune systems. In this pap er, we fo cus on memory and recognition from the

netw ork hyp othesis (see next subsection).

Other than these tw o mo dels, acquiring diversit y by combinatorial generation may p o-

tentially give insight to building new information mo dels, since most of the current mo dels

dep end up on copying for storage and transfer of information.

1.3 The concept of immune netw ork and its implications

Theory of immune netw ork prop osed by Jerne [16] provides the network view that B-cells

are mutually and dynamically connected by antigen antib o dy interaction. Not only antigen

but also antibo dy generated by B-cells will act as an angigen against the other B-cells, thus

presupp osing internal image of the antigen. Both antigen and its internal image activ ate the

same sp eci�c typ e of B-cell. This netw ork view would implicitly suggest that the immune

memory is somehow emb edded in the netw ork; when disturb ed by antigen, the network in

an equilibrium will move to other equilibrium p oint, thus memorized the encounter with the

antigen. The character of the network theory is that it placed an imp ortantce on (1) the

homogeneous netw ork conncected by antigen antib o dy interaction, and (2) the existence of

internal images for antigens.

After the prop osal of immune network (idiotypic netw ork) theory by Jerne, systems ap-

proach have b een made extensively to characterize immune resp onse by dynamical mo d-

els [17, 9]. These dynamical mo dels essentially describ e p opulation dynamics of antigen,

antib o dy

, and sp eci�c immune related cells in a similar manner to the mo dels describing

p opulation dynamics of sp ecies in mathematical ecology .

Although the systems approach may explain some immunological phenomena by asso-

ciating characteristics of immune resp onse with interactions among antigen, antib o dy and

B-cells, fundamental problems such as mechanism of immune memory still remained; whether

the memory can b e attributed to lo cal cells (long-lived cell) or to the netw ork of cells.

Theory of immune netw ork by Jerne is not muc h mentioned recently in immunology after

more practical view of interleukin netw ork (which is complex netw ork inv olving not only B-

cells but T-cells, MHC molecules; not only antib o dy but interleukin that do not corresp ond

to sp eci�c antigen) b ecomes dominant. Nevertheless, it may give an imp ortant insight for

information pro cessing to attain an intelligent diagnostic system capable of self organizing

diagnosis.

Our mo del, �rst motiv ated by immune netw ork concept though, has b een elab orated for

engineering use rather than simulating or mo deling immune systems. Thus, there is no

inten tion of asserting that our mo del re ects any phenomena actually happ en in immune

netw orks. How ev er, features of immune systems we hav e tried to use may b e summarized as

follows;

� Recognition of non-self (faults in pro cessing plants in our application) is done by dis-

tributed units which dynamically interacts with each other in parallel.

� Distributed units carry redundant information. (Sensor v alues carry the redundant

information in our application.)

� Each unit reacts based only on its own knowledge (i.e. it refers to its own state to

judge its consistency with others), but this lo cal information pro cessing connected by

ev aluation chain leads to emergent b ehaviour: identi�cation of the identit y . (Each

sensor judges other sensors by checking the consistency with its own v alue.)

� Memory is realized as stable equilibrium p oints of the dynamical netw ork. Recognition

of the netw ork is done by changing the state of the network from one stable equilib-

rium to another one by disturbances on the netw ork. (Diagnosis is done by obtaining the stable equilibrium p oints where change of consistency pattern is considered to b e

disturbance.)

In this pap er, we implemented these features in our application of sensor netwrok. How-

ever, we do not p ersue the parallelism b etw een our mo del and immune systems any more.

1.4 Imm une net w ork approach to measuremen t

The problem of integrating distributed sensors with fault tolerance concerns [18] and di�erent

typ es of sensors for intelligence [19] hav e b een studied extensively with the progress of device

technology such as intelligen t sensors and their integrating techniques. Although the study of

sensor fusion rather fo cused on integrating di�erent types of sensors, our approach is aimed

to enhance the pro cessing done in autonomous sensors using redundant information shared

by many sensors, and to supp ort self-organization of the sensor netw orks.

The sensor netw ork, we prop osed, is designed esp ecially to work in dynamical and noisy

environmen ts found in industrial pro cessing plants [15]. The motiv ation of developing sensor

netw ork is not only practical reason of using redundant information in sensors of instrumen-

tation system, but a little more ambitious one; we try to develop biological instrumentation

system inspired by immune systems. As a result, it is p ossible to distribute the knowledge

of normal functioning pro cess into all the sensors and the relation among sensors. Thus, the

sensor netw ork is robust in the sense that it would work even with faulty sensors. It is also

exible in the sense that it can represent knowledge of relative relation among sensor v alues

as opp osed to represent reference v alues sp eci�ed by p emissble maximum and minimum.

T o illustrate our approach of sensor netw ork, we use the metaphor of weighing. There are

roughly tw o metho ds of weighing ob jects: one is using scale that requires a sophisticated

central pro cessing mechanism that maps weight to the num b er; another is using balance that

uses many typ es of balance weigh ts and compare the weight of the target ob ject with some

set of balance weigh ts. The former is often accurate and e�cient, once the mechanism of

mapping is devised. How ever, the latter metho d of ob ject-against-ob ject o�ers a distributed

and robust wa y of weighing. The netw ork view of immune systems can b e understo o d

with this metaphor; regarding many typ es of balance weigh ts as recognizing agent (immune

related cells such as B-cell and T-cell that react only with sp eci�c antigen) and action of

weighing by balance as recognition by paratop e and epitop e with spatial complementalit y .

The result of recognition is used to activ ate other recognizing agent, similarly to the fact

that the result of balance is used to determine more appropriate balance weigh t against

the target ob ject. This ob ject-against-ob ject weighing is more robust, since the weighing

mechanism is a simple comparison and that information is distributed into many balance

weigh ts. Although this metaphor is rough, it seems to re ect many imp ortant informational

features of immune netwrok. It may b e more appropriate to consider the immune network

more sophisticated than the simple balance weighing system in the following p oints:

1. Each agent has not only information but a recognizing mechanism itself. (Each recog-

nizing agent is comparable with a balance weigh t equipp ed with balance rather than

only balance weigh t.)

2. Recognizing agent activ ated by an encounter with the antigen will repro duce its clone to enhance the ability of elimination of the antigen. (Balance weights, when used, can

self repro duce the balance weigh ts of the same typ e.)

3. The repro duction ab ov e will b e p erformed with mutation to increase the a�nity with

the antigen. (Balance weigh t, when used, can repro duce not only the same typ e, but

slightly di�erent types, hence enhancing precision in weighing.)

W e will p ersue this ob ject-against-ob ject measurement, and applied it to adaptive intelli-

gent diagnosis. Howev er, we do not p ersue the adaptive change of the p opulation of sp eci�c

agent mentioned 2 and 3 ab ov e. W e hav e implemented immune algorithm which uses 2, 3

and diversit y generation by genetic recombination elsewhere[14].

2 Diagnostic mo del b y self-organization

Fig. 1 shows the ev aluation chain of �ve units. Each unit tries to identify the identit y

(self/non-self for immune systems, faulty/normal for diagnosis) other units. State v ariable

(r

i and its normalization R

i

) indicating the identit y of units are assigned to each unit.

Dynamical system is constructed by asso ciating the time deriv ativ e of the state v ariable

with state v ariables of other units connected by the ev aluation chain.

A p ossible asso ciation corresp onding to the ev aluation chain would b e the following dy-

namical system (this is the mo del 3 stated later):

dr

1

(t)=dt = �4R

4

� r

1

(t)

dr

2

(t)=dt = �4R

4

� 4R

5

� r

2

(t)

dr

3

(t)=dt = �4R

4

� 4R

5

� r

3

(t)

dr

4

(t)=dt = �4R

1

� 4R

2

� 4R

3

� r

4

(t)

dr

5

(t)=dt = �4R

2

� 4R

3

� r

5

(t)

When the units 4 and 5 are faulty

, we hav e the test result as shown in Fig. 1.

Figure 1: An example of ev aluation chain

Simple voting at each unit do es not work, since three units 2, 3 and 5 are all ev aluated as

faulty by tw o other units and hence cannot b e ranked in terms of the p ossibility of faulty .

Self-diagnosable system [20] consists of a set of units U = fu

i gi = 1::n each of which has

capability of testing other units and b eing tested by others as well. e

ij indicates the test on

the unit u

j done by the unit u

i

. Thus, the test outcome T

ij of the test e

ij is de�ned:

T

ij

=

8

>

>

>

<

>

>

>

:

�1 if a testing unit u

i is normal and a tested unit u

j is faulty .

1 if b oth units u

i and u

j are normal.

�1=1 if a testing unit u

i is faulty .

0 if there is no test from unit u

i to unit u

j

.

The contin uous v alue R

i b etw een 0 and 1, indicating faulty and normal of the unit resp ec-

tively

, is assigned to each unit. W e call the v alue R

i calculated by the diagnostic mo dels the

reliability measure.is actually faulty .

W e �rst assign the v alue b etw een 0 and 1 (the initial v alue of the reliability measure) to

each unit. Then we calculate the reliability measures R

i by the following dynamical mo del.

dr

i

(t)=dt =

X

e

j i

2T i

T

j i

R

j

+

X

e

ij

2T

i

T

ij

R

j

�

1

2

X

e

ij

2T

i

(T

ij

+ 1) (1)

R

i

(t) =

1

1+exp(�r

i

(t))

where T

i is a set of all the tests done by the unit u

i

, and T i

is a set of all the tests on the

unit u

i

.

Let J

i

(T ; R) denote the right hand side of the equation 1.

and T

�

ij

= T

ij

+ T

j i

.

W e hav e already provided the mo del when the test done by even reliable unit is no

reliable[7]. The test outcome, then, is de�ned as:

T

ij

=

8

>

<

>

:

1 if b oth a testing unit u

i and a tested unit u

j is normal.

�1=1 if either a testing unit u

i or a tested unit u

j is faulty .

0 if there is no test from unit u

i to unit u

j

.

In that case, the ev aluation function J

i

(T ; R ) of the ab ov e diagnostic mo del should b e

mo di�ed to:

dr

i

(t)=dt =

X

e

j i

2T i

(T

j i

� 1)R

j

(t) +

X

e

ij

2T

i

(T

ij

� 1)R

j

(t) (2)

R

i

(t) =

1

1+exp(�r

i

(t))

With the incomplete tests, consistent diagnosis is such reliability measure vector that

if R

i

= 1 then R

j must b e 0 only when T

ij

= �1. F or a consistent diagnosis Rco =

(R co

1

; . . . ; R co

n

), R co

i

= 1(0) implies that

P

j 6=i

T

+

ij

R

j

� 0(� 0) by the de�nition of consis-

tent diagnosis.

W e hav e further mo di�ed the mo del so that it keeps the information of ambiguous state

of sensor reliability measure [7].

6 dr

i

(t)=dt =

X

j

T

+

j i

R

j

(t) � r

i

(t) (3)

In this system, there are equilibrium p oints satisfying that r

i

(t) =

P

j

T

+

j i

R

j

(t): Thus, R

i

monotonically re ects the v alue of

P

j

T

+

j i

R

j

(t): If

P

j

T

+

j i

R

j

(t) is close to 0, then R

i is close

to 0.5. W e will discuss the extention of this mo del in this pap er.

3 Application to F ault Diagnosis: A Sensor Net w ork

from sensors As a p ossible application of these mo dels, self-detecting sensory netw ork for

pro cessing plants has b een prop osed. When the sensor s

i and s

j are related as s

j

= M

+

(s

i

)

where M

+

is a such function that v alue interv al I

k of s

i corresp ond to the v alue interv al

J

k of s

j

. In pro cess diagnosis for example, temp erature, pressure, and ow measured

indep endently often hav e such interrelation, and hence interv al corresp ondence b etw een e.g.

high temp erature and high pressure is attained. Comp osing a unit u

i which will pro duce

test outcome T

ij by the sensory data of s

i and s

j

T

ij

=

(

1 s

j

2 J

k when s

i

2 I

k

�1 otherwise

It should b e noted that the ev aluation ab ov e b etw een units i and j is asymmetric, since

the the constraint for caluculating I

k from s

i and that for caluculating J

k from s

j are not

necessarily same. How ev er, in pro cess diagnosis where the constraints used are often balance

equation, the constraints are common for i and j, hence the ev aluation is symmetric (see

exmaple b elow). If the pro cess v alue calculated from other pro cess v alue is not pinp oint,

and only plausible interv al is obtained, then we must say that the test here is incomplete.

In that case, the mo del with incomplete test should b e adopted. As we will see in the next

example, we must also adopt the mo del with incomplete test in the case when test is done

by inequality .

Consider an example of a heat exchanger of the condenser typ e. Two ows i.e. the ow

of the shell side and ow of the tub e side exchange heat. Steam enters from the inlet of the

shell side, then it is condensed, and �nally b eing co oled by the ow of the tub e side. The

owing ob ject of the tub e side then come out b eing heated by the ow of the shell side.

Now, we consider the inequalities among temp eratures of these two ows.

1. T

hi

> T

ho

2. T

lo

> T

l i

3. T

hi

> T

l i

4. T

ho

> T

lo

where

T

hi

: temp erature at inlet of shell side,

T

ho

: temp erature at outlet of shell side,

7

T

l i

: temp erature at inlet of tub e side,

T

ho

: temp erature at outlet of tub e side.

Using these relation among sensors, sensor netw ork will b e constructed. F or example,

when the relation (1) T

hi

> T

ho do es not hold, then either T

hi or T

ho can b e faulty

. This

means that the sensors measuring v aluesT

hi

; T

ho are testing each other through this relation.

The tests done by these inequalities are incomplete, for even if the tested sensor is faulty it

will not b e recognized unless the tested sensor v alue fails to satisfy the inequality

. Thus, the

mo del under incomplete test should b e used for this case.

Fig. 2 shows sensor netw ork of these four sensors.

Figure 2: Diagram of sensor network in a heat exchanger

W e have applied the ab ov e approach to industrial pro cessing plants such as a pro cess

including �ring section of a cement pro cess with tw en ty thermometers and a blast furnace

of a steel pro cess with ab out �ve hundred thermometers [7, 8].

Fig. 3 shows a sensor netw ork generated by the Sensor Net Generator for the preheating

pro cess of a cement plant. Twent y-t w o sensors (thermometers) are involv ed. In constructing

the sensor net, not only pro cess knowledge but the exp erimental knowledge among sensor

v alues is used to obtain enough relations for diagnosis.

4 Extension of the Sensor Net w ork

4.1 Pro cess fault diagnosis b y ev aluating reliabilit y of the con-

strain ts

In order to extend the sensor netw ork so that it can diagnose pro cess fault as well, we hav e

discussed tw o metho ds: (1) simply preparing the unit corresp onding to the pro cess fault, and

(2) introduction of vertual sensor comp osed of multiple sensors elsewhere [15]. In this pap er,

we prop ose another natural extension based on the insight that the knowledge of normal

pro cess is emb edded in the constraints among sensors. Thus, when pro cess faults o ccurs,

it ammount to violation of the constraints. In fact, when pro cess fault o ccurs, reliability

measures of many sensors related to the constraints b ecome low simultaneously

. Fig. 4

illustrates the situation when pro cess fault o ccurs.

8

Figure 3: An Example of a Session of Sensor Netw ork for a Cement Pro cess

Figure 4: Situation when pro cess fault o ccurs

9

Therefore, one natural wa y of detecting pro cess fault by sensor net is to intro duce reliability

measure for testing relation. Let R

T

j i denote the reliability measure of the test T

j i

. Then

the dynamical mo del 3 b ecomes as follows:

dr

i

(t)=dt =

X

j

T

+

j i

R

j

(t)R

T

j i

� r

i

(t) (4)

dr

T

j i

(t)=dt = T

+

j i

R

j

(t)R

i

(t) � r

T

j i

(t) (5)

R

i

(t) =

1

1 + exp(�r

i

(t))

R

T

j i

(t) =

1

1 + exp(�r

T

j i

(t))

The equation 4 is a mo di�cation naturally resulted by considering the e�ect of the relia-

bility measure of the test T

j i

. The change rate of the unit i; dr

i

(t)=dt should re ect all the

opinions of other units weigh ted not only with the reliability of these other units but with

those of their testing.

The equation 5 comes from the fact that the testing relation is considered to b e unreliable

only when T

j i

; R

j

(t) and R

i

(t) are contradictory; T

j i

= �1; R

j

(t) = 1 and R

i

(t) = 1.

4.2 Sensor net for multiple testings

Constraints among pro cess v ariables may b e expressed by the vector equation: f (y

�

; t) = 0

where y

�

is the true v alues of pro cess v ariables. The testing results for multiple testing can

b e de�ned as:

T

k

�

(

1 if jf

k

(y (t); t)j � �

k

�1 if jf

k

(y (t); t)j > �

k

(6)

where y is the measured v alues (i.e. sensor v alues). Let S = fs

1

; � � � ; s

n g b e set of all the

sensors and let S

k b e the subset inv olv ed in the constraint f

k

. When there are more than

three v ariables in f

k

, the mo del 4 and 5 can b e mo di�ed as follows:

dr

i

(t)=dt =

X

k ;s

i

2S

k fT

+

k

R

T

k

(t)

Y

j;s

j

2S

k

j 6=i

R

j

(t)g � r

i

(t) (7)

dr

T

k

(t)=dt =

1

2

(T

+

k

� 1)

Y

i;s

i

2S

k

R

i

(t) � r

T

j i

(t) (8)

R

T

k

(t) =

2

1 + exp(�r

T

k

(t))

where T

+

k

� n

k

T

k

; n

k

� jS

k j: the num b er of the sensor inv olved in the constraint f

k

.

As an illustrative example, consider the pro cess of keeping the level and temp erature in

a tank as shown in the left of Fig. 5. The right of Fig. 5 shows the sensor network of this

pro cess consisting of eight sensors and eight tests among the sensors.

10

The mo del of this sensor netw ork follows:

dr

F

O

(t)=dt = R

L

(t)R

T

0

(t) + R

F

I

(t)R

T

7

(t) + R

L

(t)R

F

I

(t)R

T

1

(t) � r

F

O

(t)

dr

F

I

(t)=dt = R

F

O

(t)R

T

7

(t) + R

L

(t)R

F

O

(t)R

T

1

(t) + R

F

H

(t)R

F

C

(t)R

T

6

(t) � r

F

I

(t)

dr

L

(t)=dt = R

F

O

(t)R

T

0

(t) + R

F

I

(t)R

F

O

(t)R

T

1

(t) + R

V

H

(t)R

T

(t)R

T

2

+ R

V

C

(t)R

T

(t)R

T

3

(t) � r

L

(t)

dr

F

H

(t)=dt = R

V

H

(t)R

T

4

(t) + R

F

I

(t)R

F

C

(t)R

T

6

(t) � r

F

H

(t)

dr

F

C

(t)=dt = R

V

C

(t)R

T

5

(t) + R

F

I

(t)R

F

H

(t)R

T

6

(t) � r

F

C

(t)

dr

V

H

(t)=dt = R

F

H

(t)R

T

4

(t) + R

L

(t)R

T

(t)R

T

2

(t) � r

V

H

(t)

dr

T

(t)=dt = R

V

H

(t)R

L

(t)R

T

2

+ R

V

C

(t)R

L

(t)R

T

3

(t) � r

T

(t)

dr

V

C

(t)=dt = R

F

C

(t)R

T

5

(t) + R

T

(t)R

L

(t)R

T

3

(t) � r

V

C

(t)

dr

T

0

(t)=dt =

1

2

(T

0

� 1)R

F

O

(t)R

L

(t) � r

T

O

(t)

dr

T

1

(t)=dt =

1

2

(T

1

� 1)R

F

O

(t)R

F

I

(t)R

L

(t) � r

T

1

(t)

dr

T

2

(t)=dt =

1

2

(T

2

� 1)R

T

(t)R

V

H

(t)R

L

(t) � r

T

2

(t)

dr

T

3

(t)=dt =

1

2

(T

3

� 1)R

T

(t)R

V

C

(t)R

L

(t) � r

T

3

(t)

dr

T

4

(t)=dt =

1

2

(T

4

� 1)R

F

H

(t)R

V

H

(t) � r

T

4

(t)

dr

T

5

(t)=dt =

1

2

(T

5

� 1)R

F

C

(t)R

V

C

(t) � r

T

5

(t)

dr

T

6

(t)=dt =

1

2

(T

6

� 1)R

F

H

(t)R

F

C

(t)R

F

I

(t) � r

T

6

(t)

Fig. 6 shows the time evolution of the reliability measures of sensors and those of testing

relations when there is a leak age in the pip e b etw een F

I and F

H or b etw een F

I and F

C

. In

this case, the constraint F

I

= F

H

+ F

C

(i.e. the testing relation T

6

) will b e violated.

It can b e seen that although there is some decrease of the reliability measure of the sensor

F

H

, there is signi�cant decrease of the reliability measure of the testing relation T

6

. Thus,

the pro cess fault will b e known. Fig. 7 shows the time evolution of the reliability measures

of sensors and those of testing relations when the sensor F

H is faulty

. Again, although there

is some decrease of the reliability measure of tests related to the faulty sensor F

H

, there is

signi�cant decrease of the reliability measure of the faulty sensor F

H

. Thus, sensor fault can

b e concluded without di�culty .

5 Conclusion

One of the imp ortant information pro cessing done by immune systems is the co op erative

recognition by mutually connected units which lead to emergent recognition capability .

W e develop ed a dynamic network architecture based on this idea of ev aluation chain found

in immune (idiotypic) netwrok. The dynamic netw ork mo del is elab orated as sensor netw ork

that can diagnose not only sensor fault by ev aluating reliability of data from sensors but

also pro cess fault by ev aluating reliability of constraints among data. The sensor netw ork

dynamically reacts on the online data from sensors. It can self-identify the faulty sensor and

11

Figure 5: T ank with level and temp erature controlled(left) and its sensor net(right)

Figure 6: Time evolution of the reliability measures when there is a leak age in the pip e

b etw een F

I and F

H or b etw een F

I and F

C

12

Figure 7: Time evolution of the reliability measures when the sensor F

H is faulty

faulty constraint by moving from an equilibrium to the other equilibrium reacting on the

change of data and hence change on the relation among data.

References

[1] D. E. Rummelhart, and J. L. McClelland, Par al lel Distribute d Pr o c essing, MIT Press,

1986.

[2] M.M. Nass and L.N. Co op er, \A Theory of the Developmen t of F eature Detecting Cells

in Visual Cortex," Biol. Cyb ern., No. 19, pp. 1-18, 1975.

[3] T. Kohonen, \Self-organized F ormation of T op ologically Correct F eature Maps," Biol.

Cyb ern., No. 45, pp. 59-69, 1982.

[4] K. Mori, \Autonomous decentralized systems: Concept, data �eld architecture and

future trend", Pr o c. of International Symp osium on Autonomous De c entr alize d Systems,

pp. 28-34, 1993.

[5] Y. Ishida, "An Information Character of Autonomous Decentralized Systems ," The

Journal of The So ciety of Instrument and Contr ol Engine ers. V ol.32, No. 10, pp.830-

836, 1993 (in Japanese).

[6] Y. Ishida, " F ully Distributed Diagnosis by PDP Learning Algorithm: T o w ards Immune

Netw ork PDP Mo del", Pr o c. of International Joint Confer enc e on Neur al Networks ,

San Diego, pp.777-782, 1990.

[7] Y. Ishida and F. Mizessyn, \Learning Algorithms on Immune Netw ork Mo del: Appli-

cation to Sensor Diagnosis" Pr o c. International Joint Confer enc e on Neur al Networks,

Bei Jing, pp. 33-38, 1992.

[8] M. F rancois and Y. Ishida, \Immune Netw orks for Cement Plants", Pr o c. of Interna-

tional Symp osium on Autonomous De c entr alize d Systems, pp.282-288 , 1993.

13

[9] S. Levin, Eds, System The ories in Immunolo gy, in Lecture Notes in Biomathematics,

Springer-V erlag, 1978.

[10] R. R. Mohler, C. Bruni, and A. Gandol�, "A Systems Approach to Immunology", Pr o c.

of the IEEE, V ol. 68, No. 8, pp. 964-990, August, 1980.

[11] H. Atlan and I. R. Cohen, Eds, The ories of Immune Networks, Springer-V erlag, 1989.

[12] J. D. F armer, N. H. Pac k ard, and A. S. Perelson, "The Immune Systems, Adaptation,

and Machine Learning" Physic a, 22D, 187, 1986.

[13] G. W. Ho�man, "A Neural Netw ork Mo del Based on the Analogy with Immune System,"

J. The or. Biol., 122, pp.33-67, 1986.

[14] Y. Ishida and N. Adachi, \An Immunological Algorithm and Its Application to Dis-

turbance Rejection", T ec hnical Rep ort of Nara Institute of Science and T ec hnology ,

1995.

[15] Y. Ishida and Y. T okimasa, \An Immune Netw ork Approach for Sensor-Based Diagno-

sis with Measurement Noise and Gross Errors",T ec hnical Rep ort of Nara Institute of

Science and T ec hnology

, 1995.

[16] N. K. Jerne, "The Immune System" Sci. Am. V ol. 229, No.1, pp. 52-60, 1973.

[17] P

. H. Richter, "Complexity and Regulation of the Immune System: The Netw ork Ap-

proach," in Pr o c. Working Conf. on System The ory in Immunolo gy, pp. 219-227, Rome,

Italy

, May 1978 (Springer-V erlag, New Y ork).

[18] S.S. Iyengar, D.N. Jay asimha, and D. Nadig, \A V ersatile Architecture for the Dis-

tributed Sensor Integration Problem", IEEE T r ans. on Comput., V ol. 43, No. 2, pp.

175-185, 1994.

[19] R.A. Bro oks, \A Robust Layered Control System for a Mobile Rob ot", IEEE J. R ob otics

and Automation, RA-2, pp.14-23, 1986.

[20] F. P

. Preparata, G. Metze, and R. T. Chien,"On the connection assignment problem of

diagnosable sysems," IEEE T r ans. Comp., EC-16, pp.848-854 ,Dec. 1967.

[21] M. A. Cohen, and S. Grossb erg, "Absolute Stability of Global Pattern F ormation and

Parallel Memory Storage by Comp etetive Neural Netw orks," IEEE T r ans Sys. Man

Cyb ern., SMC-13, pp. 815-826, 1983.

[22] J.J. Hop�eld, "Neural Netw ork and Physical Systems with Emergent Collective Com-

putational Abilities," Pr o c. Natl. A c ad. Sci. USA, V ol. 81, pp. 3088-3092, April 1982.

14