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» 0000O00000oo0ooO,0000oooooo
» 0Oo0o0:
OpenSSL (Debian 0 0 0O (2006 O O 2008 O ), Heartbleed (2014 O 0 0 O))
» (D000000O0)0DOoooooDooDn
(0:0000000)J.Harrison(D O:Intel 0) OO0 0000O0)
» 0OooOoooooo
> Kepler 00000000 [Hal08]
> “A technical argument by a trusted author, which is hard to check and looks similar to
arguments known to be correct, is hardly ever checked in detail.” [Voe14]

» O000oooog

> 00000000 (O:CompCert 0O0ODODO [Ler09],seL4 00000000

[WKS*09])
» goooooooogd:

> PolymathOOOOOO

Kepler 00000000000 O0ODO [Hall2]
“the future of both mathematics and programming lies in the fruitful combination of
formal verification and the usual social processes that are already working in both
scientific disciplines” [AGN09]

>
>

4/56



LDDDDDDDDDD

Ooooooooo?

\4

gooooooooo:

1. oooooooooooo,boo0,0000
2. 0000000O0O000000000

gooooooooo:

> 0ooooo:
gooo(@ooo)o “obor00,0000000C0O0000C0O0O
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> 000000000000000D: Mizar (1973 O 0O O, Tarski-Grothendieck
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0000000000 (Cog/SSRerLEct O O )

(000 %0000)

rewrite mulnS.

rewrite add2n.

by [1.

gog « 0O0000D00 Coe O
oo Goal forall n : nat, ~ 0ooo
n+mn =2 %*n.
« | goo
gooog a
([IEIDVDEEE{:B) elim. ~ | 000000 @o)
1
o ooad ?2,?3
rewrite addnO.
(DDEDDEIES%]/?) rewrite mulnO. M gooooo (DD)
2 by II.
«w | 00O %
move=> n IH.
rewrite addnS.
rewrite addSn.
DDDDD(3/3) rewrite IH. 0ad DDDDDD(DD)
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» 1901 0:B.Russell 000000000 OOO0O
(a=1{x|x¢x},a€ae ad¢a)= “Itis the distinction between logical types
that is the key to the whole mystery.” (0000000 [vHO2]OODO)

» 1908 O : B. Russell O “vicious-circle principle”: “Whatever contains an
apparent variable must not be a possible value of that variable”’[Rus08] = 0O O
hierarchy (individuals < first-order propositions < - - -)

> 1910-1913 O : B. Russell O A. N. Whitehead O Principia Mathematica; 0 O
0000000000000 00;000000 (L. Wittgenstein 0 ); 0 O
goobooooog

» 193000:H.B.Cury UO0O0O0O0OOOOO0OOCOOOO Cary0OOODO
og

> 1940 O : A. Church O Simple Theory of Types[Chu40]; 00 A 00000
(O ¢ “individuals”; O o: “propositions”); extensional; 0 0 0 0O 0 0O O HOL
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> 1967-1968 O : N. G. de Bruijn, 0 0 00000 AUTOMATH

> 1969 O : Curry-Howard 0O O O O [How80]: proof-checking = type-checking
> 1973 O : P. Martin-Lof O 0 0O O ; Leibniz equality O O O

» 1970 00: R. Milner (1991 000000000 ) O LCF (Logic for
Computable Functions); D 000000 000000000000 ML
oog

» 1984 0: 0000000 CoOOOOOMO [CH84]

»2005000:000000000000000000 (CompCert, seL4), O
O00o0oooooooo@ooO, KeplerO0O)
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» 00,000000000
» 00000 (@QO0,00)
MATHEMATIC/AN

» 000000000000
» god:

CoMPETENT Ny MATHEHATI CIAN

» 0000 10:0100000
[Hal08, Wiel4]
»20000000:050000
DETAILS 0 [Wiel4]
BEGINNER DEAD, BUT » JO0dooooooooooo
ABSOLUTELY

MATH, VERNAC. C"TE‘:T ooooo

BEGIMVER ¢. CompuTer

» 00000000
- 0o0oooooo
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1852 0:F Guthrie (000 0)0O0OOODO
0 0: A. de Morgan, H. L. Lebesgue O

Oo0O00O: A. Kempe, P. G. Tait
1976 O : K. Appel, W.Haken (O D OO0 O)O00O0ODO

» Jd0o00ooooooboooob,0o0o0o0oooo
> 0000000 (10,000 submaps), 000000 IBM370-168 000000000
000000000 (1,000,000,000 colorings; 0 0 0 1200 00 (0 2000) O
000)[Hall3]
» 000,0000,00000000000000000000

19950:000000;00000000000000 (00,000 PC
oo 300) L
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» 2000 O O O : G. Gonthier [0 B. Werner (INRIA, Microsoft Research) 0 Coq
ooooooo

» 2004 0: 00000000000 [Gon08]
» 0ooooood
> 00:3000000000000000 (fourcolor.vOO):

Theorem four_color (m : map R) : simple_map m -> map_colorable 4 m.

> 00:0 600000000000 [Gon05]

» SSRerLec(Co U O O) OO DOOOOOO;00,00000000000
oo
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1911 0: W.Burnside 0 OO0 OO
1963 O : W. Feit O J. G. Thompson O O O

> bo00oooooooooo,oco0ooooo
» 000000000o0oo0oooO0,000000000000000

199000:000 =00:255000

G. Gonthier 0 0 Feit-Thompson 00000000000

» (2011 O : G. Gonthier 0 EADSO O O : Airbus 0 O Foundation 0 0 0O 0O)
» 20120 90:00;PFsectionl4.vO O O:

v

v

v

v

Theorem Feit_Thompson (gT : finGroupType) (G : {group gT}) :
odd #|G| -> solvable G.

v

700000,000000 (0000 [GAA*13]10 150)
0 164,000 00 CooD OO OODO

» 000000000000 400000;000000000 450
> 000:00000000000000
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gbO,0000000000000000b000
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1611 0:J. Kepler OO OOO0O

Hilbert 00 180 0

1998 O : T. C. Hales O S. P. Ferguson 0 00 O O O O ; Annals of Mathematics
ooag

00:300000 +40,000 0 000000 [Halog); DO 00: O 2,00000
(0 3000)

> 20120:00000 <10,0000;0000:0 2000 [Hall2, Hall13]

20060:0000;000,400000000000DO000DOODOO
00000 [Hal08]
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2003 0 (O 0O 0O 0O): Flyspeck (Formal Proof of Kepler Conjecture U 0 ) 00 O
gooooo

ooooooobooooboooooo:

> 2008 O : “Flyspeck may take as many as twenty work-years to complete.” [Hal08]

> 2012 O: “The Flyspeck project is about 80% complete.” [Hal12]

» 20140 80 100:00
(http://code.google.com/p/flyspeck/wiki/AnnouncingCompletion)

ooooooooo:o32so00000000000
goboo@oocoobooooooooboooooo)
000000000 [Hall2]:

> 1969 00 F. Téth’s full contact O O
> 2000 O O K. Bezdek’s strong dodecahedral O O
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v

Definition compcert := fun (¢ : C_prg) => (t : ASM_prg).

Lemma correctness : forall ¢ o, observe o ¢ -> observe o (compcert c).

» CompCert DO O OOOOOOOOOCOOOOOOOOOOOO

> 0000000000 [YCERIL]
» 00000 CompCert DO O0O0O0O00O0O0O0O0O0O0OOOOOODBDO

Oo0:00000000@DODODO0O0 ArbusODODODODO)
2004 000 INRIAO X.Leroy U0 OO0O00O0O0O0O0OO [Ler09, BLO9]

2013 O : X. Leroy [0 Microsoft Research Verified Software Milestone [ [J
od

Oso0000000000,40000000000
ooboooobobooooooobooooobooooooobooOooooboOoon
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> 2013000000: X. Leroy:002006 00 (NB: 00000 CompCert 000
0), 0000000 8% 0000000002013 00000000B00,
200000 0000000000000000

» O0O0D0O0O0O0: Verasco’s abstract interpreter (U 0 0000000 0O0O), 000
Royal Society Milner Award 2016
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» J0o00000000000000000008O0
> 1996 000
> ISO/IEC 15408

0bobobooboobog EAL7
» Jo0o0000oooOo0,bo00000000000B8O

gooz2c0000000000C0000000000O0O0O0O0O0OO
gooooo

> [O:JavaCard (117,000 00 CoeO00O0OO,2003000000),JavaCard API
ooooooooo [CNOo8]

EAL7000000 (00000 Trusted Labs 0 OO0 ):

> JavaCard O 0O O : SIMEOS (2007 O) O m-NFC (2012 O) (Gemalto, D 0 0 0O)
> Multos (2013 O)
> Samsung 000000 MMU (2013 0)
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» NB:OOOOO,0000000000,000000000000

> EAL7: 00000000000000000000000000 [Boll0]
> EAL6: 10,1000 000000 [Klel0]
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>

>

>

>

000o0o00o0ono NICTAOO)O DO
0000000 : IsaseLLe/HOL

seL40000000:CODO;0O 87000
oobood:

» goooo
» (0000)OO0O (refinement)
> 00000000D00O00,000000 Haskel,COOOOOOO

7,5000000000000002000000000000,02500
[Kle10]
» J0000:cO0000000,t00ls, 000000000

goboooooboobooobocoooooooooboboOoooboobooo

20140 70000000000
sel40000000O0OOOOOOCOOOO, 00000000

> 100 70000 (1,000 0,70 000)

» Jooooooo,o 1200/100 35000

» 000:000000000000000000,1200/100 23000
=00000000000b0o000oboo00boo0oo,000o00o0ooo
goboooooocoobooooo
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OO0O0O0DO0O Hilbert OO SOODO

gbooboobon

A _ ILAFB _ TrA—>B TrA
rra X% Trasp TrB ¢
FraoBoc MO0 Foa Mem Fgop wiom g vdom
I+B—C r+B _, ‘

e
r'vc -
A->B—>CA—-BrA—>C '
A->B->C+A->B)—-A->C l_)
FA>B>C—>A—>B >5A>C

IT=A>B—>C,A—>BA
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0000 (1/7)

oooooo

FA->B—->C)—>A—->B)—>A->C

Lemma hilbertS (A B C

: Prop) :
(A ->B ->C) -> (A ->B) ->A ->C.
Proof.
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L ooooooood

0000 (2/7)

goooooooo

H1

A->B->CrA—->B)—-A->C

FA->B—>C)—>A—>B)—>A->C

Lemma hilbertS (A B C : Prop) :

(A ->B ->C) -> (A ->B) ->A ->C.
Proof.

refine (fun (H1

—;

A ->B ->0C => _)
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0000 (3/7)

gooooooo

H1 H2 H3
—— N —
A—->B—->CA—->B A +C .
A-B—>CA—-BrA->C
A—-B—->C+A—->B)—->A->C :9
FA-B—>C—>@A—>B >A->C

Lemma hilbertS (A B C : Prop) :

(A ->B ->C) -> (A ->B) ->A ->C.
Proof.
refine (fun (H1 : A -> B -> C) => _).
refine (fun (H2 : A -> B) => _).
refine (fun (H3 : A) => _).
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goooooooo

A->B—->CA—->BAFA A—-B—-CA—->BA+B
H1
A—>B—->C,A—>BA+rC 5
A—->B—->CA—->B+rA—>C S
A—->B—->C+rA—->B)—->A->C
FA->B—->C—>A—->B)—->A->C

e

=i
A-B->CO0O0OD0 COOODOO,00000000 A0 BOODOODO)
Lemma hilbertS (A B C : Prop) :

(A ->B ->C) -> (A ->B) >A ->C.
Proof.

;éfine (H1

R I
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gooooooooo

ax
H3

—
A->B—->CA—->B, A F+A A—-B—>CA—->BAGB

—e
A—-B—->CA—->BA+C 5
A->B—->CA->B+A->C .
A->B->C+rA->B >A->C .
FrA—->B—->C)—»A—>B)—>A->C '

Lemma hilbertS (A B C : Prop) :
(A ->B ->C) -> (A ->B) ->A -> C.

Proof.
refine (H1 _ _).
exact H3.
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goooooooo

A—-B—-CA—->BAFA
A—-B—->CA—->BAFA

ab ¢
—_—

A—-B—- CA—->BAFEB

A—->B—->CA—->BA+rC

A—->B—->C,A—->B+A—>C

e
—i
A—-B—->Cr(A—>B)—->A—>C

-
FA->B->C)—>A—-B)—-A->C
(A-p0000 BRODOODODO,00000ADDDODOO)

—i
Lemma hilbertS (A B C : Prop) :
(A ->B ->C) -> (A ->B) ->A ->C.
Proof.
refine (H2 _).
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000 Qed
ax
a
—
ax A—->B—->CA—>B, A FA N
A->B—>CA—-BAKA A>B->CA—BArB _ *
A—>B—->CA—-BArC ¢

1

A—-B—->CA—-B+rA->C
A-B—-C+rA—->B)—-A->C
FA->B—->C)—>A—->B)—>A->C

i

Lemma hilbertS (A B C : Prop)

(A ->B ->C) -> (A ->B) ->A -> C.
Proof.
refine (fun (H1 : A -> B -> C) => _).
refine (fun (H2 : A -> B) => _).
refine (fun (H3 : A) => _).
refine (H1 _ _).

exact H3.
refine (H2 _).
exact H3.
Qed.
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> 0o00O0ocOoogo Ire00oooOO
> Ooooo

J0000o0oooooog POPLACM) D OODOOO
0oooooooon
» O0O:

goooOooob:000000D000,000000000D0000O0,0000
> 201200 201300 20%0000000000000000000D0

> ACM SIGPLAN Programming Languages Software 2013 [
> ACM Software System 2013 O
» 000O00: 1984 0 [CHS4]

» OO0:000000000000

> =~ Calculus of Inductive Constructions [CP90, PM92]

> Calculus of Constructions [CH84, CH85, CH86, CH88] 0 O O
» 0000000 GallinaDO OO
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Prop gooooaao
x,A oo

A— B 0000 product
funx=>¢t O0O0OO

N5} oooad
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» Gallina 0 0 judgment: T'+7:A
»r=00,A=0

> I'=0000000000

x:A0(00)000 x :A:=(00)000O

x:Aelordtx:A=tel

I'kx:A

» [CDT18, Sect. “Calculus of Inductive Constructions”, “Typing rules”] 0 O O
Var
I'tA—> B:Prop

oooog

ILx:Art:B
I'r funx=>t:A—> B

Lam 00000
I'tty:A—> B I'rh:A

A] goooo
I'rtt,:B pp
» | 00000000000 ! (Curry-Howard DO 0O0O)

PN G4
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00000 HilbertD OO SO OO

T AsBoC V™

Tri; A X Trihb AsBE V¥ Tri; A Xar
I'tH Hy; B—>C PP I'vrH,Hs :B A PP
PP
I'+ (H, H3)(H, H3) :C
HA—>B—CH A—-Br , 1A
H A->B—->CkFr

Lam
(H\ H3) (H, H3)
-

A—>C

AH> :A —> B.AH; : A
(H\ H3) (H H3)

AH; :A—> B — CAHy :A - B.AH; 1 A

(Hy H3) (H H3)

Lam
(A->B)->A->C

Lam

{A»>B—->C)»>(A->B)—->A->C
000000000 b0o000o0oubbboooo
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» JOobooooobooooooooooooooo

> 000 GallinaDOOOOODO

» 00000 =0000000000 Yo0000

Lemma hilbertS (A B C : Prop) :
(A->B->C) -> (A->B) -> A -> C.

Proof.

move=> H1 H2 H3.

apply H1.
exact H3.

apply H2.

exact H3.

Qed.

» 000000 Vemacular 0O OO0
> Lemma, Goal,Qed 00O GallinaO O OO
» CoqUOOODODOOODOUOODDO!
» Jobooboooooobooboooooo @wooon)
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CooOOOO

K—D Gagina

L Vernacular

000 (=Proof Checking)

CooUDOODODOODOO

(emacs (Proor Generar), CoqIDE
Unix 0 O O, ProofWeb, PeaCoq)

—p: Vernacular 0 0 0
gooooooooo
gooooooooo
ood

~-p: 0000 Gallina
gooooooooo
oooooo

o 0oo,0000
oooooooooo
gooo
_o0:CoODOOODO
0oooo0o0oooooao
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» 0 (NB:OOOD):

t := Prop]|Set]|Type ooo
| xA oo
|  forallx:A,B|A—B product
| funx=>t gooo
| letx:=t;int goooodo
| t ooog
| ¢ constant
|  matchrwith | pattern=>tend
| fixfx:A:=t goooooo

» O0000000COCOCO0O0O000 @O0, constant) 000, match 00
goo@oooooooooOoOobbobob,fix0oooooono)
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ooooooooooqepTg| ooy, ooooooaa
» Conversion 0 0 O :

> CoqU H.Poincar¢ OO (1902 0)0000C0O0OO:
» 02+2=40000000000000

T'rr:A

» GallinaOODOOOOOOOO

> Gallina 0 O “definitional equality” D00 0000000O000O:
A =gss, B

I'rt:B onv

> 0o0o0b0oo0o0o0oooooo,coooooooooooOodg
> Jo0o00000oo00000b0oO00000b0o0o00
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» gooooooo:

{Plclo}  {Q}d(R]

Pledr 0

{Ofe/vi}v « e{Q}
{P At = truejc{P} nil P—P
[Plwhile()c)[P A1 = false] ¢

{PlefQ’)
while 000000000 OOO.
assign 0 OO0

-0
{Plclo}

assign

conseq

—
Qlx+1)/x)

—_—

Q
» J0/000000DO0DOO,00000000000
» 000,00000000000
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goood

> 00000 while(x #0){ret=retxx;x=x-1}0 x! 0000000000
» JO0o0oooog:

?
{x = X A ret = 1}while(x # 0){ret = ret = x;x = x — 1}{ret = X!}
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?
{ret = x! = X!}while(x # 0){ret = ret = x;x = x — 1}{ret x x! = X! Ax = 0} conseq
{x = X A ret = 1}while(x # 0){ret = ret  x;x = x — 1}{ret = X!}
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?
{ret = x! = X! A x # Olret = ret « x;x = x — 1{ret = x! = X!} il
{ret = x! = X!}while(x # 0){ret = ret = x;x = x — 1}{ret * x! = X! Ax = 0} zz)nlsf:q
{x = X A ret = 1}while(x # O){ret = ret * x;x = x — 1}{rer = X!}
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{ret «x! = X! Ax # 0}
ret = ret x x

{7
{7

?

x=x-1

{ret = x! = X!}
seq
{ret = x! = X! A x # Oret = ret = x;x = x — 1{ret x x! = X!}

{ret = x! = X}while(x # 0){ret = ret x x;x = x — 1}{ret x x! = X! A x = 0}

while

{x = X A ret = l}while(x # 0){ret = ret * x;x = x — 1}{ret = X!}

conseq
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LDDDDDDDDDDDDDDDDD

goouoboogooon

?

{ret = x! = X! Ax # 0}

assign
{Ofx — 1/x}}
. ’ x=x-1
ret = ret * x "= 1
) {ret=x! =X}
o seq
{ret * x! = X! A x # Olret = ret = x;x = x — {ret » x! = X!} il
while
{ret = x! = X!}while(x # 0){ret = ret x x;x = x — 1}{ret = x! = X! Ax =0} conseq
{x = X A ret = 1}while(x # 0){ret = ret x x;x = x — 1}{ret = X!}
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LDDDDDDDCw

LDDDDDDDDDDDDDDDDD

goouoboogooon

?

I assign
{ret = x! = X! Ax # 0} Q= 1/
ret = ret x x
{ret = (x — 1! = X!}

x=x-1
{ret=x! =X}
===

Q
s
{ret = x! = X! A x # Olret = ret = x;x = x — 1{ret = x! = X!}
{ret = x! = X!}while(x # 0){ret = ret x x;x = x — 1}{ret = x! = X! Ax =0}

€q

while

{x = X A ret = 1}while(x # 0){ret = ret x x;x = x — 1}{ret = X!}

conseq
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L 0000000 Coo

LDDDDDDDDDDDDDDDDD

goouoboogooon

P

{P{ret = x/ret}}ret = ret = x{P} assign
conseq (0x — 1/xlx = x - 1{Q}
{ret*x! = X! /\x;tO}
ret = ret * X
{ret+ (x=1)! = X!}

assign
fret+ (x— D! =X!A0<x—-1}

stren
x=x-1

{0}
{ret » x! = X! A x # Ojret = ret * x;x = x — {rer » x! = X!}
{ret = x! = X!}while(x # 0){ret = ret = x;x = x — 1}{ret = x! = X! Ax = 0}

seq
while

{x = X A ret = 1}while(x # 0){ret = ret = x;x = x — 1}{ret = X!}

conseq
o0o0Oobo0ooboOoO CoqUUbOoob.00bO,0bobobOon
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gad

» ooo0oo000C0Cbobobooboobooooo
> 0oooo

» Oooo0o000,00000000000000
» 0000,Kepler00,CO0000000O
» 000000000000 CoeOODO
> 00000 =00! (Curry-Howard DO 0O0)
» Jobodooboooooooooo

» J000000o0co0o0000o0o000o0
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» 0ooo

> 00 [Affl4a]
» 00000000 [Aft16]
» 00o00000o0o0o0o00o00o
[Aff17b]
» Joooooo,00oo
[Affl4c, Aff14b, Aff15, Aff17a]

» CoqOOOOOODOOOODOO,OO
oo
» 0go

> 00: [BCO04, Chll3]

> O000:[HAI8] (20180 4000)
> Reference manual [CDT18]
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» 0000000000

» 000000000000 000 [ANY12, Aff13]

» 00:0000,000000000

> COD00OODO0ODO [AS14]

» 00:00000000000,T000000000000
» JO0O0O00o0o

> 0000 [AHS14], 0000 [AGI15]
oo)

» 00:000,00000000000000000000 (ALOOOOOOO
> 000 [AC17], 0000000

> 00:000000000000000
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