Runtime Feature Interaction Detection and
Resolution in Integrated Services of
Networked Home Appliances

Hiroshi Igaki (PD)
Software Engineering Lab.

- Home Network System HNS ™

= HNS is a system consisting of several
networked home appliances and add more
value to the daily life.

= The appliances in HNS are controlled
together to provide integrated services.

= DVD, TV, Lights, Air Conditioner, Thermometer,
etc.
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HNS integrated services with Server

3| Centralized Architecture'™

= Home Server controls each appliance APIs for HNS
integrated services.
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The HNS consists of a set of appliance APIs invoked by home server.
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HNS integrated services with Service

M| Oriented Architecture*

= Each appliance communicates with each other
without centralized server, autonomously for
executing the HNS integrated services.
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Feature Interactions on Home
1[ Network System

Feature Interaction between DVD Theater Service and Coming Home Service

DVD Theater Service

= When a user switches on
9))) the DVD player, the TV
and the Speaker are
turned on in DVD mode,
the blind is closed, the
brightness of the lights is
minimized

User B DVD Speaker
one=l

Coming Home (Light) Service
= When a user comes home,
the light gets bright.
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= Previous Research: FI on HNS

= We formalized FI problems and proposed the
framework for FI detection*
= Formalization: Appliance Interactions and
Environment Interactions

= Framework: Appliance Modeling as an object
consisting of properties and methods.

DC2004:23 pp.11-16 2004




=l Appliance Interaction

Method m, n in different service satisfy at least one of the following conditions about appliance
property
- There exists an appliance property which doesn’t satisfy the post conditions of m and n
simultaneously.
- There exists an appliance property which doesn't satisfy the pre conditions of m and the post
conditions of n, simultaneously.

TV Object

SS1 Auto-TV Service SS2 DVD Theater Service
2.1.DVD.setPower(ON)
2.2.TV.setPower(ON)
2.3.TV.setInput(DVD)
2.4.Speaker.setPower(ON)
2.5.Speaker.setinput(DVD)
2.6.Speaker.setChannel(5.1)
2.7.Speaker.setVolume(80)
2.8.Illuminometer.setPower(ON)
2.9.Iluminometer.getBrightness()
2.10.Light.setPower(ON)

1.1.TV.setPower(ON)
1.2.TV.setlnput(TV)
1.2.Speaker.setPower(ON)
1.3.Speaker.setInput(TV)
1.4.Speaker.setChannel(2) <
1.5.Speaker.setVolumg6

= Environment Interaction

Method m, n in different service satisfy at least one of the following
conditions about appliance property
= - arace condition between two 'writes' on the common environment properties.
= non-interchangeable ‘read’ and ‘write' on the common environment properties.

Thermometer Object

AC Object

SS4 Coming Home
Service(Temperature)
4.1.Door.getDoorStatus()

SS6 Auto-Blind
Service

6.1.Blind.setPower(ON)
6.2.Blind.setGate(Open)
4.4.AC.setPower(ON)

4.5.AC.setTemperature(26)

Appliance Channel 2.11.Light.setBrightness(50) Environment
. — 1 S 2.12.Blind.setPower(ON) Interaction
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m| Offline FI detection and its limitation 1l Objective and approach
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scenarios in the information of STEP 1
= Results of the detection enable us to rebuild the service
scenarios so that any interaction is avoided
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= limits flexible creation and deployment of the service scenarios 9

3| Key Idea

= execFlg

= execFlg records the name of runtime Appliance
method

= History information DB for appliance method

= This DB has detailed information of the executed
appliance method
= E.g. SS2:DVD.setPower(ON)
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=l Runtime FI detection

= If SS6(BIlind Service) is executed while performing
SS2(DVD Theater Service), the following Fl are
detected.

Appliance Interaction [ ss_Biind service

SS6:Blind. setGate(Open)
SS2:Blind.setGate(Close

SS,:DVD Theater

2.1. DVD.setPower(ON)

2.2. TV.setPower(ON)

2.3. TV.setinput(DVD)

2.4. Blind.setPower(ON)
2.5. Blind.setGate(Close) <]
2.6. Light.setPower(ON)

6.1.Blind.setPower(ON)
6.2.Blind.setGate(Open)

Environment Intgfaction

556:Blind.setGate(Open;
2.7. Light. i —_— Light
2.8. Speaker.setPower(ON)
2.9. Speaker.setinput(DVD)
2.10.Speaker.setChannel(5.1;

2.11.Speaker.setVolume(80)
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Runtime FI detection with Server
,l Centralized Architecture

Home Server Runtime method

DVD
SSe(Blind Service) :DVD.setPower RE—— %y.el
i TV.setPower
SS:Blind.setPower(ON) (1)Get runtime method name Tv.
SSe:Blind.setGate(Open :TV.setinput

U —————— | :Blind.setPower
ser :Blind.setGate R

:Light.setPower =
(2)Get detailed information, ‘Light.setBrightness
about runtime method :Speaker.setPower . Speaker
: =

\(A)Reply detected interaction
SS6:Blind.setGate(Open)
SS2:Blind.setGate(Close)
'SS6:Blind.setGate(Open)
SS2Light.setBrightness(5)

—— X """ Biind
History information
SS,:DVD.setPower(ON)
SS2:TV.setPower(ON) -Light
SSz:TV.setinput(DVD) R W g
SS2:Blind.setPower(ON)
SS::Blind.setGate(Close;
SS::Light.setPower(ON)
SS;:Light.setBrightness(5;
SSz:Speaker.setPower(ON)
SSq:Speaker.setinput(DVD)
SSz:Speaker.setChannel(5.1)
SS;:Speaker.setVolume(80) 13
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Runtime FI detection with SOA

1| Appliance Interaction
= Fl are detected in appliance service layer

User SSe(Blind Service) . X
sseBiind.setower(on)  Blind Service execFlg
SS4:Blind.setGate(Open)

(1)Get runtime|Runtime method

method name |/Blind.setPower
Blind.setGate

(2)Get detailed
info about
runtime method

- Bling
(4)Reply appliance interactions
[SS6:Blind.setGate(Open) (3)Detect appliance -
h N HistoryDB

S52:Blind setGate(Cl

- interactions 'SS2:Blind.setPower(ON)

SS2:Blind.setGate(Close)
Detection
Module
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Runtime FI detection with SOA

1| Environment Interaction
= Each appliance communicates with every appliance
causing potential environment interactions

User Blind Service

SSe(Blind Service)
SSe:Blind.setPower(ON)

(1)Get runtime method Environment Interaction info|
d its detailed inf Blind setGate<>Light.setBrightness
sSeBlind.setGate(Open) | 210 1tS detalled info ]
(4)Detect environment

(2)Check runtime
/)
\ Detection
(5)Reply environment interagtighs Module \ ©
interactions

method for environment P
interaction > Blin
Light Service |

=l FI resolution Schemes

= Rebuild Scenario

= Based on the result of the offline detection. Rebuild the service
scenarios (update, delete etc.).

= Prompt User during runtime

= Ask the users to determine manually how the interaction should be
dealt with.

= Prioritize Services
= Assign static priorities to services.

= Prioritize Methods
= Assign static priorities methods.

History DB Runtime Method Lt
Light. Light setPower L
S5 Ligh siprghnessts Lo serarhness - = Prioritize Users
(3)Get detaile info = Assign static priorities to users.
about runtime method 15 16
=l approach =l Discussion
Resolution Required Employment Merit Demerit . . . .
Approach Function Cost = FI resolution method has three view points: User, Service,
Rebuild Offline Nothing Scenario No required To resolve all MethOd
Scenario rebuilding new functions | fnteractions is = Using multiple resolution schemes together achieves fine
Prompt User | Online Interaction result Runtime Most flexible Required |nteraCt|0n management
display, Runtime | scenario interaction functions are = Because each resolution approach has its merit and demerit
scenario updating | updating in resolution complex. Service
case of without user
interactions control aren’t . .
occur resolved = Hybrid Resolution Method are needed
Prioritize | Online Interface to Prioritizing Automated Difficult for = In user level resolution, priority settings for parent and child are
Services prioritize. Runtime resolution users to usable
automated prioritize L X ) i
resolution = Services such as a security management which have the highest-
Prioritize Online Prioritize interface. | Prioritizing Automated Difficult for prlorlty, need service level management.
Methods Runtime resolution and flexible users to
resolution per | prioritize
method
Prioritize Online Prioritize interface. | Prioritizing Automated Lower priority
Users Runtime resolution resolution. user can't
Easy always execute, ;) 18
prioritizing services.




7l Conclusion

= Runtime FI detection method for SCA, SOA
based HNS

= FI resolution schemes are proposed.
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m| Future Research

= Hybrid FI resolution design
= Quantitative evaluation about FI detection
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=Thank you
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